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Stanley Li Chief Executive Officer

Stanley Li founded Netswitch in 2000 and 
has built the firm into a multi-national opera-
tion with offices in South San Francisco, 
Hong Kong and Thailand. Originally focused 
on telecommunications, the firm leveraged 
its knowledge of Convergence Technologies 
to address network infrastructures generally 
with a special focus on reliability, integrity 
and security. Netswitch’s list of clients 
includes both large internationals and SMEs.

Stanley began his career in telecom and as 
a Network Consultant handled such clients 
as United Airlines, Costco, Internap and 
American Express. His broad experience has 
led to his “Balanced” approach: Netswitch 
provides business solutions that consider 
both technology and economics, focusing 
on true business needs rather than technical 
“sophistication”. Over his career, Stanley has 
worked on over 400 networks. His vision 
is to provide organizations with the network 
infrastructure they need to reliably operate the 
systems and services they require to achieve 
their business goals.

Stanley has a Masters in Telecommunications 
Management as well as a B.S. in Finance.

  Xin (Will) Xu Chief Technology Officer

Dr. Xu has holds a Ph. D. Information 
Technology from the University of Plymouth, 
England. His study focus is computer security 
and he has conducted extensive research 
on “Digital Watermarking Technologies in 
Security Applications”. Dr. Xu has developed 
several state-of-the-art digital watermarking 
techniques for different security scenarios and 
authored several academic papers which 
have been published by international journals 
and conferences, including the prestigious 
49th IEEE Globe Communication Conference 
2006 in San Francisco, USA and the 
International Journal of Internet Technology 
and Secure Transactions. A UK patent has 
been filed for a secure digital watermarking 
technology with credit to Dr. Xu for his 
contribution. 

Dr. Xu continues to assist as a Post-
doctoral staff member at the Information 
Security Center, a prestigious research 
group in the Beijing University of Post and 
Telecommunications, China.

Dr. Xu earned his MSc. at the University of 
Plymouth where his dissertation was titled 
“VoIP Quality of Service Control Mechanism”.  
Dr. Xu holds the “Microsoft Certified System 
Engineer”, the “MCSE for Windows 2000 
Early Achiever”, and was recognized as the 
“Microsoft Certified Database Administrator” 
for SQL Server all in year 2000. He is 
currently pursuing the Certified Information 
Security System Professional and Certified 
Information Security Auditor.
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Scott Powers Senior Program Manager

Scott Powers has spent over 25 years 
in IT and operating management with a 
focus on manufacturing, distribution and 
financial services businesses. His experience 
includes developing and executing strategic 
plans, building teams, leading successful 
turnaround initiatives, streamlining processes 
and procedures, negotiating agreements, 
implementing new hardware and software 
environments and instituting more effective 
management practices.

Before becoming a consultant, Mr. Powers 
was the COO for Kaspick & Company, a 
financial services firm, where he drove the 
implementation of more effective business and 
client interface procedures. Also at Kaspick, 
he was responsible for SAS 70 compliance 
and managed the company’s response to 
annual compliance audits. Previously he 
managed the IT departments of Tri Valley 
Growers, PLM International, Specialty Brands, 
Capetronic Computer Products Holdings 
International and Di Giorgio Corporation. 
He previously managed Sales and Market 
systems at Levi Strauss & Co.

As a consultant Mr. Powers’ clients have 
included Visa, McKesson, Kendall-Jackson 
and Xlinx.

Mr. Powers holds a B.S. in Engineering 
Science from The Johns Hopkins University 
and a MBA from Wharton School of the 
University of Pennsylvania.

William Bautista Director of 
Information Technology

William Bautista has over 12 years of 
experience as a Network Architect with 
an emphasis on network security. As a 
consultant, Mr. Bautista’s clients have included 
Nan Yang Textile, Swiss Re America, Cisco 
Systems, and The Peninsula Hotels Group.

Before coming to Netswitch, Mr. Bautista 
was a Senior Technology Manager at Cisco 
Systems where he audited international 
networks for security vulnerabilities. Most 
Notably, Mr. Bautista saved Cisco over 
USD 3 million by redesigning Cisco’s ILSG 
Network.

Mr. Bautista has engineering certifications for 
Solaris, Cisco, and Microsoft and is currently 
in the process of completing his Certified 
Information Systems Security Professional 
certificate.

The SOX Landscape

In the United States, the Sarbanes-Oxley Act of 2002 imposes stringent requirements on public companies 
and their executives to ensure the integrity of financial statements and filings. Outside the US, many 
countries are moving toward the adoption of similar regulations. Regardless of their location companies 
increasingly face laws designed to ensure and certify the accuracy of their financial processes.

Most companies’ financial processes are embedded in computer systems, so complying with SOX, 
and SOX-like, regulations ultimately sets standards for these systems. The computer systems themselves 
must be structured and managed to prevent fraud, detect error and ensure completeness and accuracy. 
NTM can assess the adequacy of the IT control structures underlying your financial processes to 
confirm that they meet these standards and satisfy SOX.

The Netswitch Control Framework

SEC rules implementing Sarbanes-Oxley require that internal control procedures be assessed against 
a structured framework of controls. COBIT, Control Objectives for Information and Related Technology, 
defines an appropriate set of standards and is compliant with the COSO framework noted by the SEC 
in its regulations implementing SOX. Netswitch applies the COBIT framework of controls for its SOX 
Readiness Assessment.

Business Process COBIT Control Objective Sample NTM Control Sample NTM Control Te

Ensure Systems 
Security

Controls provide 
reasonable assurance 
that financial reporting 
systems and subsystems are 
appropriately secured to 
prevent unauthorized use, 
disclosure, modification, 
damage or loss of data.

Procedures are defined and 
observed to authenticate all 
users to support the validity of 
all entered transactions

Where network connectivity is 
used, appropriate controls are 
deployed

to enter transaction types inappropriate to the User ID and Password

with the procedure

sufficiently complex passwords

the procedure

financial systems.

prevention and detection tools

vulnerability of the network to attack in the past year and review the report to 
assure that necessary corrective action has been taken

Manage Data Controls provide reasonable 
assurance that data 
recorded, processed and 
reported remain complete, 
accurate and valid

A strategy for regular backup of 
data and programs has been 
implemented

programs based on IT and user requirements

backed up as required

Manage Changes Controls provide reasonable 
assurance that system 
changes of financial 
reporting significance 
are authorized and 
appropriately tested before 
being moved to production.

Requests for program 
changes, system changes 
and maintenance (including 
changes to system software) 
are documented and subject 
to formal change management 
procedures

environment

Manage Problems 
and incidents

Controls provide reasonable 
assurance that any 
problems and/or incidents 
are properly responded 
to, recorded, resolved or 
investigated for proper 
resolution

A security incident response 
process exists to support timely 
response and investigation of 
unauthorized activities

researched and resolved in a timely and comprehensive fashion

in the log

Select Appropriate 
Controls and Tests
Based on the environment 
assessment, we define a 
set of Control Objectives, 
Controls and Control 
Tests. COBIT provides 
the framework, but our 
approach is tailored to 
each client’s environment.

Assess the 
IT environment
Our first step is to 
assess the overall IT 
environment: what is the 
technical infrastructure, 
what is the general 
technology “maturity 
level” and what are the 
relevant applications. 
This assessment includes 
management interviews and 
the use of questionnaires.

Test
A schedule is set, the defined tests 
are executed and the findings 
documented.

Analyze Test Findings
The findings are reviewed and 
an analysis prepared and 
reviewed with management. 
Management comments are 
recorded and adjustments 
incorporated as appropriate.

Conclusion
The information is compiled 
in a formal report which includes 
recommended changes to 
correct deficiencies and achieve 
compliance. Reviews are 
conducted and the proposed 
changes discussed and clarified 
as necessary.

The Netswitch Process

COBIT defines a series of Business Processes 
that describe the IT environment. For each 
of these processes, a Control Objective 
targeting Sarbanes-Oxley compliance 

can be defined. Depending on the client 
environment, Netswitch determines one or 
more Controls to measure achievement of 
each Control Objective. Then we define 

a series Control Tests to assess satisfaction 
of each of these Controls. NTM executes 

this very carefully structured testing program 
to determine if the IT control structure is 

sufficient to comply with the requirements 
mandated by SOX.

The Cost of non-Compliance

There are severe penalties for failure to comply with the requirements 
set by Sarbanes-Oxley. Regulatory sanctions may include fines in 
the millions of dollars and imprisonment. In addition, regulators 
may require regular, and bothersome and expensive, review by 
independent auditors of your program of protections. In many 
jurisdictions and industries there are additional laws and standards 
that establish comparable requirements and bring penalties for 
analogous failures. Third-party lawsuites for mis-representation, 
negligence and exposure of confidential information are increasingly 
common. Even simple publication of these failures can seriously 
damage a firm’s image destroying customer and partner confidence, 
reducing market valuations, diminishing a brand franchise and 
embarrassing executives.

What Does SOX Actually Require?

Four sections of the law set requirements that may affect a firm’s 
computer systems. Of these, the most commonly cited is Section 
404. Section 404 makes management responsible for providing an 
adequate internal control structure for financial reports and requires 
that an outside auditor review and offer an opinion on management’s 
assessment of the control structure.

How is SOX Compliance Related to 
Technology Infrastructure?

The linkage is clear – 

and complete;

systems;

must satisfy a set of standards that ensure their integrity.

What management must assure, and what the auditor must verify, is that 
the computer systems at the center of the financial reporting processes are 
designed, implemented, secured and operated under a set of principles 
that ensure the accuracy of the results. So, for example, the requirement 
that unauthorized transactions are prevented or detected means that the 
network must be protected from outside “hackers” and that the permissions 
allowed internal users must be carefully controlled. The issues are the 
same whether the systems are ERP components or a suite of independent 
applications.

Achieving Compliance

The rules implementing Sarbanes-Oxley require that the internal control 
procedures associated with the processes producing statements of 
financial results and condition be assessed against a “structured framework 
of controls.” But this control structure is does not result from unique IT 
management approaches: it is realized by customary Best Practice IT 
techniques. SOX compliance simply requires that your financial systems 
conform to good procedure and solid IT management practices.

How Can Netswitch Help?

Most management teams, and indeed many auditors, lack the technical 
expertise and experience needed to assess IT control structures. Netswitch 
is equipped to judge your IT infrastructure and management procedures 
against a set of Best Practice standards that establish the structured 
framework of controls demanded by SOX. Our assessment procedure 
involves extensive testing against these standards: we are able to confirm 
compliance or to identify deficiencies that must be corrected to enable 
your management, and your auditor, to attest to the adequacy of your 
control structure. We fully document the corrective actions needed to 
bring your systems, technical environment and management practices 
into compliance. The NTM Readiness Assessment will prepare you to 
successfully undergo a SOX Compliance Audit.

Sample Framework Components
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relevant applications. 
This assessment includes 
management interviews and 
the use of questionnaires.

Test
A schedule is set, the defined tests 
are executed and the findings 
documented.

Analyze Test Findings
The findings are reviewed and 
an analysis prepared and 
reviewed with management. 
Management comments are 
recorded and adjustments 
incorporated as appropriate.

Conclusion
The information is compiled 
in a formal report which includes 
recommended changes to 
correct deficiencies and achieve 
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conducted and the proposed 
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as necessary.
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embarrassing executives.

What Does SOX Actually Require?

Four sections of the law set requirements that may affect a firm’s 
computer systems. Of these, the most commonly cited is Section 
404. Section 404 makes management responsible for providing an 
adequate internal control structure for financial reports and requires 
that an outside auditor review and offer an opinion on management’s 
assessment of the control structure.

How is SOX Compliance Related to 
Technology Infrastructure?
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and complete;
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must satisfy a set of standards that ensure their integrity.

What management must assure, and what the auditor must verify, is that 
the computer systems at the center of the financial reporting processes are 
designed, implemented, secured and operated under a set of principles 
that ensure the accuracy of the results. So, for example, the requirement 
that unauthorized transactions are prevented or detected means that the 
network must be protected from outside “hackers” and that the permissions 
allowed internal users must be carefully controlled. The issues are the 
same whether the systems are ERP components or a suite of independent 
applications.

Achieving Compliance

The rules implementing Sarbanes-Oxley require that the internal control 
procedures associated with the processes producing statements of 
financial results and condition be assessed against a “structured framework 
of controls.” But this control structure is does not result from unique IT 
management approaches: it is realized by customary Best Practice IT 
techniques. SOX compliance simply requires that your financial systems 
conform to good procedure and solid IT management practices.

How Can Netswitch Help?

Most management teams, and indeed many auditors, lack the technical 
expertise and experience needed to assess IT control structures. Netswitch 
is equipped to judge your IT infrastructure and management procedures 
against a set of Best Practice standards that establish the structured 
framework of controls demanded by SOX. Our assessment procedure 
involves extensive testing against these standards: we are able to confirm 
compliance or to identify deficiencies that must be corrected to enable 
your management, and your auditor, to attest to the adequacy of your 
control structure. We fully document the corrective actions needed to 
bring your systems, technical environment and management practices 
into compliance. The NTM Readiness Assessment will prepare you to 
successfully undergo a SOX Compliance Audit.

Sample Framework Components
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